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1. HPEfllVIET HABABKE

1.1. FlpeflMeT HaGaBKe

1)

2) ca napaflOM

1.2. Onnc Ha6aBKe

OnuiTH noflaqn

MwHMManHe aaxTeBane TexHWMKe KapaKTepwcTHKe w 4>yHKiiMOHajiHOCTM peujeFta:
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5AHKA nOLLITAHCKA LUTEflUOHUqA, 
AKLJHOHAPCKO flPyWTBO, BEOPPAfl

FlpeftMeT naSaBKe je peniebbe aa yHanpeTjenbe beaGeftHOCTu, npafiebbe n KOHTpony Mpexnor 
caoGpaFiaja - Cisco Secure Network Analytics (Stealthwatch) - (y flarbeM TeKCTy: Peiuerbe).

Eeorpa/j, na/innyna, Vnuua Kparbnue Mapuje 6p.3 
PenySnwKa CpSuja

• KoivinneTHo peujerbe Mopa fla OMoryhaea Mpexny Bn,qrbHBOCT h npuMeny nanpeflHe 
curypHocne anarinTHKe ioko 6m ce y peannoM BpeMeny AeTeKrosane m OAroBopM.no na 
CMrypHocne nperrbe aa KopnopauMjcKy Mpexy;
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Peiuehbe Tpe6a Aa npy>KM security anariMTMHapMMa nperneA kojm MHTerpMUje noASTKe o MpexnoM 
cao6pahajy ca MHC^opMauMjaMa o KopMCHMKy m ypefjajMMa, mmmo security anariMTMMap mmb yBMA 
Aa npeThba nocTojM Kao m noTeHUMjanny Te>KMHy car/ie npeTFbe na npaBOBpeivieH, yHMHKOBMT m 
eKOHOMMMan naHMK. Peujeb-be Tpe6a Aa o6yxBaTM 6MxejBMopanHy anariMay aa ASTeKUMjy 
necTaHAapAHor noHaiuan>a. Peiuekbe 6m Tpe6ano Aa doap^m TexHMKe cynepMopne (£opeH3M4Ke 
MCTpare ca coc^MCTMUMpaHMM anariMaaMa.

□ peAMeTHy Ha6asKy ^mho:
KynonpoAaja m McnopyKa onpeivie m to:
- 2 BMpTyenna ypeTjaja Netflow (IPFIX) cao6pahaja,
- 2 BMpTyenna ypeTjaja aa MenapMeHT - ynpasTbaHoe, ananMay, naArneAarbe, KOopAMHaqMjy 
m KOHC^MrypaLjMjy,
- 2 BMpTyenna ypefjaja aa renepMcarbe Netflow MnM IPFIX (aa nocTojehe Mpexne ypefjaje 
kojm to He noApxaBajy MnM ne Mory Aa noAP>Ke),
- 1 BMpTyennM ypeTjaj Kao CKnaAMiuTe noAaTaKa (data store).
Ycnyre MHCTanauMje, MMnneMenTauMje, TecTMpakba m nyLUTahta y paA, 
npojeKrne AOKyMenTauMje.

Peujekbe npMKynrba m ananMSMpa ivipexne noAaTKe KaKO 6m ce ocMrypana CBeo6yxBaTna 
BMAmMBocT m saujTMTa H3K m aa najBehe m najAMHaMMHHMje Mpexe. Cisco Secure Network 
Analytics (SNA) ananMSMpa CTanAapAHe NetFlow noAaTKe pyTepa, CBMHesa, firewall-a m APyrMX 
MpexuMx ypefjaja KaKO 6m otkpmo nanpeAHe m Tpajne CMrypnocne npeTkbe Kao luto cy LUMpekbe 
anonaMepnor coctDTBepa, “Liyperbe” noAaTaKa, botnet C&C cao6pahaj, Kao m anonaiyiepno 
CKeuMpahte Mpexe.
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• PeiueHDe TpeSa fla mvia MoryFmocT CKynrbaFba pasnuMUTux Tunoaa noflaraKa - MUHUMarmo 
NetFlow h IPFIX;

• FloApiuKa aa TexHuxe MOAenoBanba nonaujahba, MaujuncKor ynebba h rrioSanne 
nHTenwreHunje 3a curypHocne npeThbe;

• FloApiUKa 3a ayTOMaTCKO npoc£)n.nncaFbe n anannsy HopMarmor n nernTUMHor Mpe>KHor 
nonaLuabba Kaxo 6u ce oflMax npenosnao KeoMeKHBanH MpewHH flora^aj

• Cuctom TpeSa fla noMaxe nnaHupabbe xanaunTSTa Mpexe xpos:
• rpac^uMKO npHKaswBaFbe oSwMa npoMera, wcKopmiiTeHOCTM HHTepcfcejca n ocTanux 

TpeHflOBa TOKOM BpeMGHa
• Bpso npenosHasaFbe, no npi/iopuTeTHOM peflOcrieAy, HajsaryLuennjHX ruHKOBa w 

AenoBa Mpexe
• yo^aBanbe HajnpHMrbUBujHx xocTosa no nHTepcfcejcy, noxaunjn, reorpacfcnjH u / nnn 

Tononornjn Mpexe
• Cbs HaBeflene c^ynKunoHanHocTM Mopajy 6hth ocTBapene Ges KopnuuFiebba/HHCTanupabba 

arenaTa na pa^ynapuMa m cepsepuMa y xopnopai-iHjcKoj MpexH HapyMnoqa, ncKrbyquBo n 
npBeHCTBeHO Kpos CKynrbabbe NetFlow hjim IPFIX noflaTaxa ca nocTojefinx ypefjaja

• noApujxa sa ynosopaeabbe y cnyHajy fla nocTojn cyMbbueo roMunabbe n nseria^ebbe 
noflayaxa M3 Mpe>xe

• FloApiLixa 3a Aeiexunjy HapyiuaBahba 
xoMnaTuGnjiHOCTu (tsb. compliance);

• noApiuxa sa npafiehbe nep^opMancH Mpexe n nnaHKpahbe xanaui/rreTa;
• FloApiuxa sa AeTexqujy paHHX curnana nanafla (xao nap. HenpexnflKO nunroBabbe h 

cxenHpabbe nopTosa) xaxo 6n ce cnpeMurie eehe nocneAnije Manama na xopnopauKjcxy 
Mpe>xy;

• PloApiiixa sa cfcopesnuxy HAeHTUxoBane npeTbbe xaxo 6m ce OApeflMO TanaH msbop npeTbbe 
m oGriacTM rfle je Moma flarbe fla ce npotuMpM;

• rioApiuxa sa AeTexi4Mjy m ynosopaeabbe na hobo ypefjaje y MpexM m na 
HeoGM^He/aHOManne axrMBHOCTM y xoMyHMxaqMjM, yxrbynyjyliM HeoHexMEane annMxauMjcxe 
Toxose mjim npoTOxone.

• FloApuixa sa OTxpMBabbe aHOManMja na TeiYierby npaBMna (cMrnaTypa) m anariMse 
npeTXOflHor noHaiiiahba CMCTewa, xocra, rpyne xocTosa mom annMxauMje (tsb. 
GMxeBMoparma anariMsa)

• HoApiuxa sa AeTexqMjy m ynosopaBanbe na ocnoBy pasnM^MTMx aypMGyra - Tpajabbe 
xoHsepsauMje, MfleHTMTeT xopmchmx, floGa flana.

• Cmctom Mopa fla noceflyje anapivie xojm noxasyjy xafla cnorbHM Hana^a^M mjim snonaMepHM 
MHcajAepM cxynrbajy noflarxe c xpmtm^ihmx cepsepa, m anapMe ryGMTxa noflaraxa xojm 
noxasyjy xa^a ce noflauM MSBrane m Luarby Mssan opraHMsaqMje.

• CMCTeM Mopa fla AeTexryje npeTbbe npoc^MriMcabbeM cbmx xocToea, Mpexnor npoMeya m 
Mpexne axrMBHOCTM m ynosopaBaFbeM na anoMariMje ms yoGM^ajeHMX npoMeTHMX 
oGpasaLia, npoc^Mria ycnyra, CMrypnocHMX npaBMna mom axo xoct npeMaujyje npar xoje je 
npeTxoflHO HayneH MnM ycnocTaBnben.

• CMCTeM Mopa fla noAP>xaBa naArneAahbe IPv4 m IPv6 Mpe>xa:
• Cmotcm Tpeba Aa ce MHTerpMiiie ca Firewall ypefjajMMa xojm noAPMaeajy NetFlow, NSEL 

mom exBMBaneHTan npoToxon
• Cmotcm Mopa Aa noAP>xaBa jeAHOCTaBHO npoiiiMpMBahbe xanaijMTeTa xpos AOAaeabbe 

nMLieHue
• MoryFiHOCT nponiMpebba CMoreMa xpos ACAaeabbe hobmx ypetjaja sa cxynrbabbe NetFlow 

(IPFIX) MnM sFlow caoGpaTiaja;
• Konexrop Mopa Aa OMoryfiM AeflynnMxauMjy m caxMMahbe Taxo Aa ce tox noAaTaxa xojm 

nponasM npexo BMiue MpexHMX ypeTjaja 6pojM xao jeAan tox noAaTaxa (flow);
• Cmotcm Mopa Aa noAP>KaBa m censop xojm opomsboam TeneMeTpMjy sa cerMeHTe 

MHcfDpacTpyxrype xojm ne Mory msbopho renepMcaTM NetFlow. Censop Tpe6a Aa npyxa

npMMene CMrypnocHMX nonMca m nonMca
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Hapynunau je ofiroBopan aa cnpeMHOCT noKapuja n HecMeTan npucTyn noKaqujaMa noHyf)aidy. 
FloHyFjaH je o,qroBopaH aa naspujei-be cbhx yroBopenux ycnyra nHCTanapuje, MMnreMeHTaunje, 
TecTHpabba n nyLUTabba y pafl.

6poj panyHa Banke kqq HBC: 908-20001-18, DUB: 100002549, MaiMHHU 6poj: 07004893, PerMCTpaunja 6poj: Bfl5698/2005 xoa AreHqnje aa npuBpe^He pemcTpe 
Tene*OH: +381 11 20 20 292, Oaxc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

BUflfbUBOCT y noflaTKe annuKaTUBHor cnoja n fla reHepume noSorbiijaHy TeneMeTpujy Kpoa 
anannay enKpunTOBanor caoGpaFiaja.

• MenapMeHT Konaona Mopa fla oMoryhn rpacjDunxy penpeaeHTaqujy caoGpafiaja y Mpexn, 
nHcfcopMaLinje o nfleHTHTernMa, HHTerpucany curypnocHy h Mpexny nHTenurenunjy n 
npunaroflibHBe cyMapne naBeniTaje;

• MenapMeHT Konaona Mopa fla ayTOMaTCKn Knacuc^HKyje HajTMnuHHuje rpyne xocTOBa 
(cepsepa) m ,qa OMoryhn fla aftMUHMCTpaTopn xpenpajy Mane caoGpafiaja y Mpexn na 6aan 
xpuiTepujyMa noKaunje unui cjDyHKquje, Kao n fla OMoryfin ,qa onepaiopn Mory 6pao fla 
aHannawpajy caoSpaTiaj naMeTjy flse rpyne xocTOBa;

• MoryFiHOCT HHTerpafluje ca nocTojelii/iM cuctomom aa KOHTpony npucryna y pnrby 
npeflyanMabba axpuja MUTurapuje n naonapuje KpajbbHx ypefjaja aa Koje ce yTBpflu fla je to 
noTpeGno n koJom ce Mory ayTOMaTCKn nonybbaeaTu rpyne Kpajbbux ypefjaja nyreM: OS-a 
krajbber ypefjaja, npocfanna Kpajtber ypefjaja, Security Group Tag-a nnn eKBHBanenTHor;

• MenapMeHT Konaona Mopa fla naBeniTaBa o aKTWBHUM n neaKTUBHUM xocTOBUMa, too 
xocTOBUMa w cepencuMa no nuHKy, o MCKopuLufieHOCTn riMHKOBa, HHcjDopMapujaMa o tomb 
Kojn xoctobu KopucTe oflpefjeHy cepeepcKy n KnujeHTCKy annuKauHjy, TCP/UDP nop? 
yTHJiHaapnjy, TpeHflOBe Mpexnor caoGpafiaja;

• MenauMeKT Konaona Mopa fla nyflu c^neKcnSunHOCT n MoryfinocT fleyarbHor ysufla 
Kpajbber KopuicHUKa, MAC, tokobo, ncKopuLuhebbe nHTepcfcejca n ninpoK nna flpyrkix 
CTaTucTMKa xocTOBa noTpeSHHX aa 6pao pewaBabbe florafjaja n nHflUflenaTa

• MenapMeHT Konaona Mopa fla uMa MoryfinocT npunarofjaBabba paannnuTux dashboard n 
reporting ceKLjuja n naBeniTaja.

• MenapMenT Konaona Mopa fla HMa MoryfinocT ynoaopaeabba aflMHHUCTpaTopa cnabbeM e- 
noiiiTe, syslog-a nnn SNMP-a anapMUMa Kojn ce Mory cnarn paanunnTUM cucTeMUMa 
nonyy SIEM.

• MenapMeny Konaona Mopa fla HMa MoryfinocT fleyarbne anannae Mpexn/x KOHBepaapuja n 
aKTUBHOCTU paflH yTBpfjHBabba ocnoBnor yapoxa beabefluocnor unqufleHTa k3ko bn ce 
yyapflno ochobhh yapoK npobneMa wnn npeybbe. Cbh naBeiUTajn ypeba fla npyxajy 
fleyarbne c^ynKipnje, aajeflno c MoryhnocynMa c^nnypnpabba Kao llito cy BpeMe, xoctobu, 
ycnyre, annnKaunje, CTaywcynKa npoMera, craryc anapwa nnw nflenynyey.

• MaBeiuTajn Mory burn rnobannn, no rpynw panynapa, no oflpefjenoM Mnyepc^ejcy, no 
annnKapnju n no xocry (panynapy).

• HaBeiuyajn o ypenflOBi/iMa pafla panynapa ce oflnoce na caobpahaj Ka/Ofl, VKynun 
caobpahaj, Tokobo (Flows), Security nnpnfleHTe n naxeye

• MnnnManno flBa Bnpyyenna MenapMeny ypefjaja
• MnnnManno flea Bnpyyenna ypefjaja xojn cnyxe Kao cenaopn
• MnnnManno jeflan data store Bnpyyennn ypefjaj
• MnnnManno flea Bnpyyenna ypefjaja xojn cnyxe aa CKynrbabbe cyayncynKe (IPFIX nnn 

NetFlow nporoKon)
• Jlnpenpe y rpajabby ofl 36 Mecepn xoje noflpxaBajy MnnnManno 7000 Flows Per Second 

(FPS)
• FlponsBotjanKa noflpujKa aa cee ypefjaje y rpajabby ofl 36 Mecepn.
• Ya Bnpyyenne ypefjaje je norpebno ncnopynnyn norpeban cocjDTBep, nnpenpe n flnpeKTny 

yexunnKy noflpujKy nponaeotjana y nepnofly ofl najMabbe 3 roflnne. Texnnnxa noflpujKa 
nponaBofjana yxrbynyje npaso xynpa na flnpeKTny KOMynnKapnjy ca yexnnnKnM penypoM 
nponaBofjana (nyyeM e-noujye, seb noprana n Tenecfcona), becnnarno npeyanMabbe 
noBnjnx sepanja cocpTBepa n aaxpna n aaMeny peaepenor flena y pexnMy cneflehn paflnn 
flan - 8X5XNBD.
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KBaHTHTaTUBHM M KBaTlMTaTMBHM npnjeM

fleiarbHa cneqnctJUKaunja onpeMe

Part Number Description Qty

ST-SEC-BUN-DISTI
1

ST-SEC-SUB
1

70

SVS-ST-SEC-SUP-B 1

L-ST-FS-VE-K9 2

L-ST-SMC-VE-K9 1

L-ST-FC-VE-K9 1

L-ST-DS-VE-K9 1

L-ST-SMC-VE-K9
1

L-ST-FC-VE-K9
1

CON-L1SW-LSTFSVE9 36 2

Cnei4n4)MKaLtwja paflosa

1.3. Mecjo w3Bpiuehba npe/jMeTHe naSaBKe

Ce^nLLiTe BanKe, y ynnqn Kparbuqe Mapuje 3, Beorpa,q.
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Initial Term - 36.00 Months | Auto Renewal Term - 0 Months | Billing Model - Prepaid Term 

ST-FR-100-LIC

HapyMuriau Fie oanacTHTH nnqe (ceor aanocnenor) fla y FberoBO umg h sa Fberoe panyH, Bpmn 
KBaHTHTaTHBan n KBannTaTHBan npujeM floGapa m npaTefinx ycnyra.

Oft noHyfjapa ce OMexyje aa npe noMGTKa UMnueMeHTaunje sajeftHO ca BaHKOM naMunn npequaan 
TepMHHCKH, noKauHjcKn n TexHHHKH nnaH Kojn Fie caflpxaTH cse noTpeSne aeTarbe Beaane aa 
yBoTjebbe npeflivieTHe onpeMe y Mpexy BanKe.

nonyFjan je Ayxan:
• fla ncnopynn noTpeSan coc|)TBep aa ynanpeFjerbe 6ea6eAHOCTH, npaFierbe n KOHTpony 

MpexHor caoGpaFiaja npeMa HaBefleHoj TexnuMKoj cnei_in0MKaLinjn ca npoHSBoFjanKOM 
rapaHLinjoM y Tpajabby o# 36 Meceun

• fla npy>KH ycnyre HHCTanauHje, nMnneMeHTaunje, TecTupabba n nyLUTabba y pa^ peuuebba 
aa ynanpefieibe SeabeAHOCTM, npaFiebte n KOHTpony Mpexnor caoGpaFiaja

• fla axypwpa coc^TBep na ncnopynenoM peuiebty na BepaKjy npenopyneny oa cTpane 
nponaBoFjana

• fla npyxn ycnyre napaAe npojeKrne AOKyMeHTaqnje

Cisco Secure Network Analytics Security BUN- 
Disti+T2 Partner
Cisco Stealthwatch Enterprise XaaS Subscription

Cisco Secure Network Analytics Flow Sensor, Virtual 
Edition
Cisco Secure Network Analytics Mgmt Console
Virtual Edition
Cisco Secure Network Analytics Flow Collector Virt 
Edition
Cisco Secure Network Analytics Data Store Virtual 
Appliance
Cisco Secure Network Analytics Mgmt Console
Virtual Edition
Cisco Secure Network Analytics Flow Collector Virt
Edition
ENH SW Cisco Secure Network

Service 
Duration 
(Months)

Spo) paHyna BaHKe koa H6C: 908-20001-18, HUS: 100002549, MaruMnu 6poj: 07004893, PerwcTpauwja 6poj: Bfl5698/2005 kop Aremjuje aa npnepenwe perucipe 
TenectJOH: +381 11 20 20 292, <DaKc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

Cisco Secure Network Analytics Flow Rate License - 
100 Pack
Cisco Support Basic for Secure Network Analytics
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1.4. Pok Mcnopyxe

noHyfjaH y rionyAH oSaBeano Hasoflu poKoee sa caaKy c^aay naSaBKe.

1.5. FapaHTHw pox

2. KPUTEPMjyM 3A W3BOP HAJnOBOJbHMJE nONYflE

3. YCnOBW 3A YMECTBOBAFbE Y nOCTYFIKY HABABKE

3)

4)

5)

6)
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FapaHTHM pox He Mo>xe fla 6y,qe xpaFin oa 36 Meceqw w to op, flana noTnucHBaiba aanucni/iKa o 
KBaHTHTaTHBHOM n KBannTaTUBHOM npujeMy AoSapa/onpeivie k naBpiueFba ycnyra nHCTanaquje, 
HHTerpauHje, TecTHpahba n nyujTanba y pa^.

5poj panyHa Eanxe koa H6C: 908-20001-18, DUE: 100002549, MaTMHHu 6poj: 07004893, PerncTpaunja 6poj: £^5698/2005 koa AreHnnje aa npuspeAHe perwcrpe 
Tene*OH: +381 11 20 20 292, 0axc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

HaBeflenn KpniepHjyM noApaayMesa as fie 6hth naabpana nonyAa xoja caAP>KH HajHH>xy 
noHyfjeHy ueny, ya ycnos Aa ncnybbasa cse c^opManne v\ cyujTHHCKe aaxTese Aec^MHHcane 
FIosmbom.

KpuTepHjyM aa na6op najSorbe nonyAe y npeAMeTHOM nocTynxy HaSaBxe je - HAJHWXA 
nOHybEHA UEHA.

MoryFiHOCT yneLuFia y npeAMeTHOM nocTynxy HaOaBxe HMa npnepeAHU cySjeKT xojn ncnyrbaBa 
cneAehe ycnoBe:
1) perwcTpoBaH je aa oGaerbabte flenaTHOCTW xoa Haane>XHor oprawa PenyGnwxe CpGwje,

- AQKaa: hsboa hs PerncTpa AreHLjHje aa npnepeAHe perncTpe wnw APyrn aBanunaH AoxyMeHT 
HaAne>KHor oprana PenySnuxe CpGuje;

2) aaxoHcxw aacTynmix Huje ocyljwBaH aa Hexo oa xpmbmhhwx flena xao MJian opraHwaoBane
xpwMWHanHe rpyne, aa xpwBMHHa aena npoTMB npuspeae, aa xpnsnMHa aena npoTWB 
>xwBOTHe cpeawHe, aa xpwbwhho aeno npnManta mjiw aasaHoa MWTa m/mjiw aa xpwbmmho 
aeno npesape;
- aoxas: noTBpaa HaA-nexnor cyaa nnn Hajasa aaTa noa nynoM MaTepujannoM n kphbmhhom 

oaroBopHOLuFiy na OGpacqy 05 na Flpunora 1 FloanBa osepena nenaTOM FloHyljaMa n 
noTnucoM OBnaiuTieHor aacTynHHxa FloHyrjana;

y nepwoay oa aee roawHe npe aana ynyFiHBaFba/oGjaBTbUBabba FloawBa Huje wapeMGHa 
npaBOCHa>XHa cyacxa nnn ynpaBHa Mepa aaGpane oGaarbaHaa aenaTHOCTw xoja je y sean 
ca npeAMeTOM naGaaxe,
- AQKaa: noTBpaa naanexHor cyaa htih najasa aaTa noa nynoM MaTepujannoM n xpubuhhom 

OAroBopHOLufiy na OGpacuy 05 na Flpunora 1 FloanBa osepena nenaTOM FloHyrjana h 
noTnucoM OBnaLufienor aacTynnuxa FlonyrjaMa;

aa Texyhy roflUHy je waMupuno aocnene nopeae, aonpnHoce w apyre jaBHe Aa>x6nHe y 
cxnaay ca nponucuMa PenyGnuxe CpGuije, xao n CTpane AP^ase na nujoj TepiiTopujn HMa 
ceAnurre, yxonnxo My ceaniuTe nuje y PenyGnuLjn Cp6njn,
- AQKaa: noTBpaa naanexHor AP^aBHor oprana unn najasa AQTa noa nynoM MaTepujannoM n 

xpuBHMHOM OAroBopHoujFiy na OGpacuy 06 na Flpunora 1 FloanBa OBepena nenaTOM 
FloHyTjaHa n noTnucoM oBnaiufieHor aacTynnuxa rioHyfjaHa;

pacnona>xe 4)WHaHcwjcxwM, hocjiobhmm k TexHWMXMM xanaqnTeTHMa aa aaexBaTHO 
npyxahte ycnyre xoja je npeAMeT naGaaxe y ceeMy carnacHO OApeaSaMa FloanBa;
- AQKaa: Msboa us PerncTpa Arenanje aa npuBpeane perwcTpe na xora ce Bnae ncaaan o 

xannTany, xao n najaee a^Te noa nynoM MaTepnjannoM n xpnBnMHOM oaroBopHOHifiy na 
oGpacunMa 08, 09 n 010 na Flpnnora 1 Doanea, oeepene nenaTOM FlonyTiaMa n noTnncoM 
OBnaLLifieHor aacTynnnxa FloHyfjaMa.

MMa Bajxehe CTajyce xoa npokiaBofjaHa onpeMe Cisco Systems, na aan noanoujehba 
nonyae:
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3.

Aa MM3 paflHO

4. nPABMHA CnPOBO-bEFBA nOCTYriKA HABABKE

4.1. CaqwHsaBahbe flonyfle
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noHyflOM Mopajy 6hth oGyxBaFieHU y qenocTM aaxTesn HaBeflenn y Dosnay, llito noApaayMesa 
Aa:

1.
2.
3.
4.
5.

HanoMene:
- rionyfle KOHaopuHjyMa n cnunnux o6nnKa noBeai/iBanba Buiue npuBpeflHux cyOjexaTa y qurby 

noflHOLLiei-ba sajeflHUMKe nonyfle, Kao w nonyfle Kaoje noflpaayMGBajy anrawBahbe 
nofluaBoTjaqa neFie 6hth yanMane y paaMaTpabbe.

- Vkojiuko na ocHOBy carneflaBafca AocTaBrbeHe nonyae to openn noypeSHHM, K0Mncnja BaHKe 
HaftnexHa aa peannaaunjy npeflMeTHe naSaBKe momo aaTpa>KHTH op, PloHyliaMa fla nonyfly 
Aonynn.

noHyfjan canubbaBa n flocTaarba nonyfly HCKTbyni/iBO y nwcaHoj cfcopMn n to KopniufiebbeM 
obpaaapa 01 po 011 na flpkinora 1 FloanBa (o6paci_in O1 flo 04 m 07 ao 011 cy obaseaHn, a 
obpacuH 05 n 06 cy onqHOHU n KopucTe ce yxonnKO ce, carnacHO TaMKw 3. FloaHBa, ne 
AOCTaBTbajy OArosapajylin aBaHUHHn AOKyMSHTH apxobhux oprana).

5poj panyna BaHKe koa HBC: 908-20001-18, FIKB: 100002549, MaTHHHw 6poj: 07004893, PerncipauMja 6poj: B/J5698/2005 koa Arentinje aa npnapeAne perncipe 
Tene<t>OH: +381 11 20 20 292, ®aKc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

Cbh o6paci_(n na Flpunora 1 noansa kojh ce nonyFbasajy aa noTpeSe caMHHoasabba v\ AocTaarbabba 
nonyfle Mopajy 6mtm osepeHM nenaTOM noHyfjaHa n noTnucoM oBnaiuIieHor aacTynnuKa 
rioHyfjaHa.

1. Cisco Prefered Networking Partner,
2. Cisco Prefered Security Partner, 

Cisco Preferred Services Partner
AQKaa: PloTBpAa o CTaTycy xojy naflaje noKanna KanpenapHja npoHaBotjana

7) MMa Bawehe KOMneTeHqwje koa nponaBotjaMa Cisco Systems, na flan noAHOiiiebba nonyne:
1. Environmental Sustainability Specialization,
2. Customer Success Practice Maturity Intermediate,

- AQKaa: PloTBpAa KOjy Haflaje noKanna KaHqenapuja nponaBofjana.
8) wopa 6mtw OBnamheH oa CTpane nponaBoliaMa onpeMe aa npoAajy npowsBOAa m ycnyra 

Koje cy npeAMey nadaBKe
- AQKaa: OBnawfieFbe, oahocho ayTopnaaquja npoHaBoTjana mjih noKanne KaHqenapuje

npon3Bof]aMa onpeMe aa yMewfie y npeAMeTHoj HabaBUH, HacnoBrbeno na HapyHi/ioqa.
9) pacnojia>Ke HeonxoAHWM KaAposcKUM KanaAWTeTOM, oahocho Aa nonyliaM WMa paAHO 

anraMOBana jiMua, h to:
1. HajMabbe 1 QeAaH) nHqe Koje noceAyjy CCIE Enteprise cepTw^nKaT
2. najMabbe 1 (JeAaH) Koje noceAyjy CCIE Security cepTuc^HKaT

- AQKaa: Konuja sannAHnx cepTHC^HKaTa aa naBeAena nnqa^
10) pacnonajKe HeonxoAHWM KaApoBCKUM KanaunTeTOM, oahocho 

anrajKOBano najMabbe 1 (jeAHo) nm4e Koje noceAyje F1MFl nwueHAy
- AQKaa: Konuja sanHAHHx cepTnc£)MKaTa aa HaseAeHO nwue (ni/iqa).

11) y nocnoBabty npnMebtyje cneAehe CTanAapAe, n to:
ISO 9001:2015,
ISO/IEC 27001:2022,
ISO/IEC 27701:2019,
ISO 22301:2019,
ISO/IEC 20000-1:2018,

AQKaa: Konuje Baxefiux cepTi/ic^MKaTa naAaTnx oa CTpane oBnaiuheHor cepTucjDUKaunoHor 
Ten a.
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JasHO

1)

2)

3)

Pok Baxenba noHyfle

4.2. flec^MHMcaHae Liene

BaHKa nehe BpinnTW aeancHa nnahaFfaa.

4.3. CpeflCTBO o6e36el)ehba o36mjbhocth nonyfle

1)

4.4. HaMWH w poK flocTaarbafca nonyfle
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Pok nnaFiabba He Moxe Guth KpafiH ofl ne? paflHHX flana oa flana cnyxSenor npi/ijeivia ncnpaBHor 
panyha 3a npeTxoflHO HcnopyneHa floGpa n HaspiijeHe panose.

2)
3)
4)

Uene xoje noHyFjaM HaBOflu y nonyflH Mopajy 6wth c^nKcne, uspaxene y espuMa ncKasane ca n 
6e3 nopesa Ha AOflaTy BpeflHOCT.

Uena ce y noHyfln odaseaHO HaBOfln Ha flBa aacedHa AOKyweHTa n to:
1) na OGpacqy 02 ns Flpunora 1 rioanBa;
2) na MeMopanflyMy PlonyFiaHa, ys HaBofjei-be cbuix 6hthhx eneMenaTa nrafianba (naHUH h pox 

nnaFiaHsa, BaryTa nnafiaHDa m on.).

Fljialiahbe Fie ce bpluwtw npepanyHaTO y flWHapcKy npoTWBBpeAHOCT no cpeflbbeM xypcy 
HapoflHe 6aHKe CpSwje Ha flan nacTaHKa nopecxe oSaBeae, oahocho naxoH aaBpujene 
CBaxe ofl 4)a3a naSaBKe.

noHyfjan AOCTaerba Banqn nonyfly dollitom nnn jiuhhom AOCTaBOM.
FloHyAa ce CMaTpa HcnpaBHOM caMo yKonuxo je:
1) AOCTaBrbena y KOBepin xoja je a/ieKBaTHO SeaSeAHOCHO aaTBopena nnn sanenaFieHa Taxo Aa 

ysnA y caApxHHy npeAMeTHe xosepTe He byA© MoryFi bes c|)H3HHxor OTBapa^a naxon xora 
HCTy Huje Moryhe spaTHTn y npeobHTHo aaTBopeHo/aaneMaFieno CTai±>e;

2) na xosepTH xojom ce AOCTaerba nonyAa aanenTbeH Obpasau O1 H3 Flpunora 1 FloanBa xojn je 
nonynteH w oeepen nenaTOM nony^ana n noTnucoM OBnaiulieHor sacTynnuxa FloHyTjaHa.

Aobpa w ycnyre caApxane y FlonyAH Mopajy y CBeMy OArosapaTH npeAMery nabaaxe 
AecfcuHHcanoM y Tanxn 1. FlosHBa;
Mopajy bn™ AOCTaBTbeHH Aoxasw o ncnyrbenocTM ycnosa sa yHeiulie y npeAMeTHOM nocTynxy 
nabaaxe Ae^ni/icann y TanxH 3. PloanBa;
npnnuxoM caMUhbaBarba n AOCTaBTbaiba nonyAe Mopajy buiTH npuMeFbena csa npaBuna 
AecfcuHMcaHa y Tanxi/i 4. PloanBa.

nonyAa ce CMaTpa bnarospeMeHO AOCTasTbenoM caMo vkojimko je flocTaBibena BaHqn 
HajKacHMje ao 15:00 nacoBa na flan 10.06.2026.roAMHe.

Bpoj paMyna BaHKe koa HBC: 908-20001-18, OHB: 100002549, Mbthmhh 6poj: 07004893, RerHCTpapHja 6poj: Bfl5698/2005 koa Aremiuje aa npnapeAHe perncrpe
Tene*OH: +381 11 20 20 292, baxc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

He Moxe bmn xpaFin oa TpHAeceT Aana oa Aana ncrexa poxa 3a 
noAHOLuerbe nonyAe na noATanxe 4.4. osor FloanBa.

ObaseaaH eneMeHT nonyAe je OBepena n noTnucana bnanxo cono Mennqa 3a oaburbHOCT nonyAe 
ca poxoM saxerba ao ncrexa poxa Baxerba nonyAe, ya xojy ce AOCTasiba m:

Menunno OBnaiuFiehbe Aa ce Mennqa Moxe nonynnTH y cnynajy OAycTanxa nonyFjaHa oa 
peannaaquje npeAMeTHe nabaaxe y cxnaAy ca AOCTaerbeHOM nonyAOM, na hshoc oa ascot 
npoqenaTa oa BpeAnocTH nonyAe ca ypanynaTHM FinB;
noTBpAa o perncTpaqujH MeHnqe;
OFI obpasaq;
osepen Kapron AenonoBanux noTnuca.

Ho aaBpmeTxy npeAMeTHor nocTynxa nabaaxe, Banxa nonyFjaMHMa spaFia AOCTaBj-bene MeHnqe na 
CTaea 1. oee noATanxe HosHBa.

http://WWW.POSTED.CO.RS


JaBHO

4.5. OTBapahbe m KOHTpona caflp>Kaja noHy,qa

4.6. HaGop HajGojbe nonyfle w oGaseuiTaBaHoe FloHyljaHa

4.7. flpaBo BaHKe ,qa oflycTawe o,q peanwaapHje npeflMeTHe naSaBKe

4.8. YroBapabte

4.9. O6aBe3HM eneMeHTH yrosopa

5)
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Cse ncnpaBHe n GnarospeMeno flocTaBj-bene nonyfle ce OTsapajy na i/ictoj ceflHuqu KOMi/icnje 
BaHKe Haflnexne sa peanKsaqujy npeflMeTHe naSaBKe (y flarbeM TeKCTy: KoMucnja BaHKe), a no 
MCTeKy poKa 3a flocTaBrbahbe nonyfla flec^kiHucanor Hoshbom.

H3Mef)y ncnpaBHux n GnarospeMeno flocTaBibenux nonyfla koa kojux je yTBpfjena c^opManna n 
cyiuTi/incKa caoGpasnocT oflpeflGaMa CloanBa (yKrbynyjybn n one koa Kojnx je caoGpaanocT 
oGesGefjena flonynoM nonyfle), KoMHCuja BanKe Bpiun H36op najnoBorbnuje nonyfle carnacno 
KpuTepujyMy 3a usGop kojh je flec^nnucan y TanKH 2. FlosnBa.

BanKa saflpxaBa npaeo fla ca nonyfjannMa, Kojn flocTaee nonyfle Koje ncnyhbaBajy cee ycnoee fla 
Mory fla Gyfly nsaGpane, cnpoBefle floflarne nperoBope.

BanKa saflpxaea npaeo fla, carnacno concTBenuM npoqenaivia, y Guno Kojoj cfrasH nocTynKa 
npeflMeTHe naGaBKe, a npe saKrbynebba yrosopa ca nonyFjaneM nnja je nonyfla usaGpana Kao 
najnoBorbnuja, oflycTane ofl peannsaqnje ncre.

□peflnor yroeopa, Kojn oGasesno caflpxn cee eneMenre flecjDunucane TanKOM 4.9. HosuBa, 
cannbbaBa BanKa n flocTaerba hctu na ycarnaiuaBahbe Flonyrjany nuja je nonyfla nsaGpana Kao 
najnoBorbHHja.

D
2)
3)
4)

nonyrjannMa ce y nncanoj c^opMn flocTaerba oGaBeuiTerbe 0 tomb fla nn je Fbnxoea nonyfla 
usaGpana Kao najnoBOTbHHja, a rionyTjany nuja je nonyfla usaGpana Kao najoosorbnuja ce 
flocTaerba h oGaBeiuTerbe 0 flarbUM aKTUBHOCTHMa y eesn ca peannsaqujoM flOflerbene naGaBKe.

OGaeesnn eneMenTH yroeopa cy:
npeflMeT naGaBKe y ceeMy y cKnafly ca FIoshbom;
qene uspaxene y eepuMa ca n Ges FlflB;
yroBopene qene ce ne Mory MettaTn;
BanKa Fie bpujuth nnaFiarbe npeencTBeno na panyn Kojn ce BOflu BanKe nouiTancKa 
LUTefluonnqa, aKqi/ionapcKO flpyujTBo, Beorpafl;
rapanTHU poKoen:
Bpoj paMywa BaHKe koa HBC: 908-20001-18, RMB: 100002549, MamMHH 6poj: 07004893, Perncrpaunja 6poj: Bfl5698/2005 koa AreHuwje aa npwapeAHe perncipe

Tene<t>OH: +381 11 20 20 292, d>aKc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

y cnynajy nenocTnsanaa carnacnocTn oko TeKCTa yrosopa ca noHyFjaneM nuja je nonyfla 
usaGpana Kao najnoBorbHHja, BanKa Moxe oflnynnTu o yroeapabby npeflMeTHe naGaBKe ca 
rionyFjaneM nnje je nonyfla Gnna cnefleFia najooBorbnuja, carnacno KpuTepujyMy sa usGop 
flecjDHHHcanoM y TanKH 2. FlosuBa unn o oGycTaerbarby npeflMeTnor nocTynKa naGaBKe.

KoMHCuja BanKe npunkiKOM OTBapabba ncnpaBnux n GnaroepeMeno flocTaerbenux nonyfla Bpiun 
KOHTpony hctux y CMncny npoeepe c^opManne n cyiuTnncKe caoGpasnocTi/i OflpeflGaMa rioswBa, a 
y cnynajy yTBpF)HBaH=a necaoCpasnocTW oflnynyje o:
1) oflGaqnBaiby necaoGpasne nonyfle Kao HeoflroBapajyFie/nenpnxBaTTbnBe yKonwKO npoqenn fla 

ce pafln o necaoCpasnocTw BeFier snanaja;
2) ynyFiMBanby nonyFjany saxTeea sa flonyny nonyfle, yKonwKO npoqenn fla ce pafln o 

necaoGpasnocTn Manner snanaja.
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JaBHO

8)

4.10. floflaTHe nHcpopMauwje y Bean npeflMeTHe naGaBKe

***
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6)
7)

poKOBu ncnopyKe n naBpwehba ycnyra;
naaGpam/i noHyfjaM (noHyfjaH MHja nonyfla Gyfle usaGpana carnacno Kpurrepnjyiviy na Ta^Ke 2. 
rioanBa) oflroBapa aa csany LUTeTy Kojy Banqn nnn TpefieM nuuy HaHnne bberosM aanocrienn; 
naaGpann noHyfja^ npeflaje Banun cpe,qcTBa oSeaSefieFba aa ncnyhteFbe yroBopHwx oGaseaa.

HCKrbyHMBO y eneKrpoHCKoj cfcopMH, Kao CKenupaH 
MSMopanflyMy nonyfiaMa, na a^pecy eneKrponcKe

6poj panyHa EaHKe koa HEC: 908-20001-18, riMS: 100002549, MaruMHn 6poj: 07004893, PerHCTpapHja 6poj: Efl5698/2005 koa Arenunje aa npnapeAHe perucrpe 
Tenectwh: +381 11 20 20 292, 0>aKc: +381 11 33 76 777, S.W.I.F.T. code: SBPORSBG

npeflceflHWK KoMucwje aa cnpoBofjeH^e
peflOBHor nocTynKa HaGaaxe

flparaH HoBaKOBwh,
flwpeKTop CeKTopa aa kiHtfropMayMOHe TexHonorwje

rioHyfjaH uMa MoryfmocT fla oa BaHKe aaipaxH flOflaTHe nHcfcopMaunje y Bean rioansa, HajKacHuje 
AO 12:00 Macosa 04.06.2026.roflUHe n to 
noTnucan h ne^aTOM osepeH AOKyivieHT na 
noLLiTe: nabavka(a)posted.co.rs.

1^4__
floGpwBoje Tiocwh, 
ArtpeKTop CeKTopa aa norncjnKy
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